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Abstract. Distributed clause-sharing SAT solvers are powerful auto-
mated reasoning tools capable of rapidly solving many difficult instances.
Users of SAT solving often rely on incremental SAT solving, i.e., interac-
tive solve calls over an evolving formula. We present the first approach to
distributed incremental SAT solving that grants full confidence in the ob-
tained result. Specifically, we extend a recent distributed real-time proof
checking approach with an incremental proof interface. Our approach
offers great flexibility in that it supports dynamic re-scheduling of com-
putational resources and enables safely sharing clauses across tasks that
operate on deviating assumptions and formula increments. We further
add on-the-fly clause compression to checkers in order to reduce memory
consumption. Experiments with the distributed solver MallobSat on up
to 1216 cores show that our trusted solving approach checks incremental
SAT tasks with small mean overhead (< 33%) over unchecked solving.
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1 Introduction

Propositional satisfiability (SAT) solving is an essential tool at the core of auto-
mated reasoning and symbolic AI [13]. In recent years, parallel (multi-core) and
distributed (multi-node) approaches to SAT solving have gained traction and
are now capable of solving many challenging instances hundreds of times faster
than the best available sequential (single-core) solvers [37,38]. Moreover, recent
works have brought the efficient generation and validation of proofs of unsat-
isfiability to large-scale SAT solvers [23,24,31]. Proofs of unsatisfiability [17,18]
are artifacts that allow to validate a solver’s claim of a formula’s unsatisfiability
with simple, independent, and even formally verified checker programs [8,22].
Modern use cases of SAT solving often require a mode of operation named in-
cremental SAT solving. Rather than encoding and solving a single propositional
formula, incremental SAT solving allows for interactive and interrelated solving
calls on an evolving formula while preserving the SAT solver’s knowledge base
gathered thus far. While such interaction schemes are essential for many impor-
tant application domains such as verification, electronic design automation, or
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scheduling, a first proof format for (sequential) incremental SAT solving has been
proposed only recently [11]. Parallel and distributed SAT solvers that operate
incrementally [32] do not support proof production and checking yet. As such,
challenging incremental problems for which proof checking is desired have to be
solved sequentially or must be broken down into sequences of non-incremental
SAT instances, both of which can drastically impact performance.

In this work, we propose the first approach to proof checking for (parallel
and) distributed incremental SAT solving. We build upon a recently proposed,
bottleneck-free approach that checks proofs in real time during solving and vali-
dates results of (un)satisfiability as soon as a solver emits it [31]. This immediate
proof checking is highly natural for incremental SAT solving (see also [11]), more
so than post-mortem checking of a monolithic proof produced during solving,
since solving already has an interactive on-demand nature and a user may want
to have full confidence in a result before proceeding with the next solving call.
The downsides of real-time proof checking are that no persistent proof is gener-
ated — i.e., trust in a result cannot be easily transferred to other parties — and
that distributed real-time checking relies on hash-based fingerprints to ensure the
integrity of messages across trusted checker programs. While these particulari-
ties reduce confidence compared to conventional proof checking to some degree,
real-time checking can still be a highly appealing method, e.g., for software ver-
ification in continuous integration workflows [7], for debugging purposes [26], or
whenever persistent proof logging is infeasible due to time or space restrictions.

Our contributions are as follows: We significantly expand on the prior real-
time checking framework ImpCheck [30] by transferring aspects of the incre-
mental (sequential) LIDRUP format [11]. Our framework allows to check a dis-
tributed incremental clause-sharing solver’s reasoning even if its solver units
operate on deviating assumptions and/or increments of the problem. This al-
lows our approach to support flexible (re-)scheduling of workers [27] and checked
clause sharing across distinct tasks that operate on related problems (cf. [34]).

We formalize our approach and implemented it in a small (< 2000 effective
lines of code) toolchain, connected to the distributed platform Mallob [30] as a
first major use case. Evaluations at up to 1216 cores confirm that our real-time
checking approach incurs little mean overhead (< 33%) over un-checked solving,
less than prior results for non-incremental real-time proof checking [31]. Lastly,
we extend our checkers by simple and effective clause compression techniques
that reduce the main memory overhead of proof checking from 45% to 32%.

2 Incremental SAT Solving

We consider incremental SAT solving under assumptions [9] — adjusting the
formalism by Fazekas et al. [11] to allow flexible incremental interactions.

An incremental SAT task P = (F, Q) consists of a sequence of clauses F =
(c1,ca,...) and a sequence of queries Q@ = (q1,4qa,...), where each ¢; = (e;, 4;)
features a clause indexr e; and a set of assumption literals A;. We define F, :=
Ui_,{c:} as the prefiz of formula F that includes its first e clauses.
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A query q = (e, A) is satisfiable if and only if the clause set Fo U J,c4{a}
(which consists of e+ |A| clauses) is satisfiable. We assume queries to be ordered
w.r.t. the formula prefix, i.e., for any ¢;, ¢; with ¢ < j, we have e¢; < e;.

Consider F' = (aVb,aV —b,—b) and Q = ((2,{a,b}),(2,{—a}),(3,0)) as an
example: ¢; features clause set F» = {aVb,aV —b} and assumes a = b = 1, which
satisfies Fy; g2 also features Fy, assumes a = 0 and is unsatisfiable; g3 features
F3 = F» U {-b}, makes no assumptions and is satisfiable (¢ = 1, b = 0).

The incremental LIDRUP proof format [11] allows to log and validate incre-
mental reasoning. It extends the non-incremental LRUP proof format [26]. An
LRUP proof is a sequence of clause derivations and deletions, where each clause
(original or learned) has a unique identifier (ID) and each derivation of a learned
clause ¢ involves a list of prior clause IDs. These dependencies, or prerequisites,
indicate how to efficiently check that c is entailed, using the so-called Reverse
Unit Propagation (RUP) criterion [40]. An LRUP proof of unsatisfiability ends
with the derivation of the empty clause, which implies unsatisfiability.

In contrast to LRUP proofs, a LIDRUP proof begins with explicitly listing
the (initial) input clauses. It also features statements that mark the beginning
of a solving query with according assumption literals. Subsequent learned and
deleted clauses are stated as in LRUP. The end of each query is marked by a re-
sult statement (SAT, UNSAT, or UNKNOWN ), potentially with the found satisfying
assignment or the core clause (corresponding to failed assumptions) that ren-
ders the query unsatisfiable. After the result line(s), input clauses can be added
once again and another query can begin. LIDRUP also supports advanced fea-
tures that we do not consider in this work, such as assumption-like constraint
clauses [14] and interactions with IPASIR-UP style user propagators [10].

3 Proof-Producing Clause-Sharing Solving

In parallel clause-sharing SAT solving [2,38], many sequential SAT solver threads
are run in parallel, all on the original input formula, and occasionally exchange
learned conflict clauses among each another. Careful clause sharing grants sig-
nificant scalability up to thousands of cores [38], even if individual solver threads
run (almost) the same solver program [36]. The distributed SAT solver Mallob-
Sat [38] is the first such system that supports incremental SAT solving [32].
MallobSat is integrated in the distributed framework Mallob, which allows for
flexible multi-tasking, i.e., to process SAT tasks on-demand while continuously
balancing the available workers among all active tasks. Mallob’s flexible multi-
tasking of incremental SAT tasks is being exploited for distributed MaxSAT
solving [34] and for massively parallel bit-precise verification (SMT) [35].

As of now, there are two viable proof checking methods in parallel and dis-
tributed clause-sharing solving. Both approaches are limited to RUP proof steps
and to sequential solver backends that support LRUP proof logging.*

4 Authors often simplifyingly state that they use/support the LRAT [8] format while
they focus exclusively on its LRUP feature subset [23,24,26,31].
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First, Michaelson et al. [23,24] proposed to (re-)construct a global proof by
logging all solver threads’ proof information during solving and then performing
a post-solving parallel backwards traversal over the transitive prerequisites of
the found empty clause [23]. While this approach outputs a plain LRUP proof
file like a sequential solver, funnelling all required proof steps into a single file
constitutes an I/O bottleneck, and the proof’s potentially huge set of active
clauses can cause main memory shortage during checking [24].

Second, we introduced ImpCheck [31] (Immediate Massively Parallel Propo-
sitional Proof Checking) — a framework where the parallel / distributed solver’s
reasoning is checked in real time during solving. ImpCheck consists of three
small sequential executables that are run as a part of the solving procedure and
whose output ensures correctness. First, a parser process parses the input for-
mula and returns the read clauses. Second, for each solver thread during solving,
a dedicated checker process is executed and receives the parsed formula. Each
solver thread uses inter-process communication to send its proof steps to its
checker, which checks them in real-time. After checking, the learned clauses can
be shared between solver threads. If a solver thread imports such a shared clause
¢, it also forwards c to its checker, which accepts ¢ without checking — note that
the dependencies of ¢ are unknown and might not be present locally.

This approach alone would not yet offer particularly high confidence since
the information transfer between trusted executables is untrusted and may cor-
rupt or fabricate clauses. For this reason, we introduced formula and clause
fingerprints (based on keyed pseudo-random functions [1]) that only the trusted
executables are able to compute. Specifically, each ImpCheck process outputs a
fingerprint together with each formula / clause it outputs and, in turn, expects
a valid fingerprint for each incoming piece of information from another process.
This scheme establishes trustworthy communication channels across the trusted
executables that do not depend on the employed technology (shared-memory
synchronization, distributed message passing, parallel file systems, etc.).

Lastly, a confirmer executable can be used to validate a fingerprint that a
checker has output when it concluded the problem’s (un)satisfiability.

While the ImpCheck approach does not yield a persistent proof, it is sub-
stantially more scalable than monolithic proof production and checking, only
incurring a mean overhead of < 42% over a distributed solver’s running time [31].

4 Distributed Incremental Real-time Checking

We extend the distributed real-time checking method ImpCheck [31] (Section 3)
to support a significant subset of the incremental LIDRUP proof format [11], in-
cluding incremental addition of input clauses with corresponding fingerprints, in-
cremental queries with assumption literals, and the validation of (un)satisfiability
results against (failed) assumption literals, with the following main challenges:

— We need to ensure that all p interacting checker instances in a setup operate
on a consistent set of input clauses, i.e., that, given some e > 1, F, involves
exactly the same clauses across all checkers.
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Fig. 1. Top: Possible user interactions with our system, on clauses C', fingerprints m,
assumptions A and witnesses . Bottom: Internal state machine of a checker unit.
Trusted modules of the procedure are colored in green. All interactions are repeatable
loops, e.g., the user can obtain growing prefixes of F' by querying the parser incre-
mentally many times over with an updated clause source. The parser and confirmer
modules are considered singletons whereas multiple distinct “Solve 4+ Check” (S+C) in-
teractions can co-exist. In turn, each S+C procedure can entail many incarnations of
the displayed checker module, each of which is controlled by the surrounding solver
program. Lastly, all checker modules across all of the user’s concurrent S+C proce-
dures can interact with each another by sharing learned fingerprinted clauses.

— Since checker instances are not necessarily strictly synchronized, we need
to ensure that learned clauses can never travel back in time, i.e., a clause
derived from formula F, must never be shared with a checker that currently
operates on some F,., with e < e.

— We require a globally consistent allocation of IDs for original clauses as well
as learned clauses from all increments and across all solver units.

Our approach, illustrated in Fig. 1, offers a generic and flexible interface
for trusted distributed incremental SAT. We first define the required types of
fingerprints, then describe the interface of the three types of trusted modules
(parser, checker, confirmer), and finally touch on strategies to assign clause IDs.

4.1 Fingerprints

In our setting, a number of individually trusted checker instances run in parallel,
potentially distributed across different compute nodes. These checkers will need
to exchange information such as, e.g., a certain clause being entailed by the
problem. In order to trust the overall procedure, we have to either let the checkers
share the full reasoning behind every result they share (e.g., dependencies of
learned clauses) or establish a means of trusted communication between checkers.
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Given that the former option is prohibitive in practice, the real-time check-
ing approach ImpCheck established fingerprints® as an efficient, environment-
independent, and highly trustworthy mechanism of establishing such trusted
communication. We adopt and extend this method to our incremental setting.

As in original ImpCheck, we define fingerprinting function f using an un-
derlying checksum or hashing algorithm Hy : {0,1}* — {0,1}¢, where ¢ is the
bitlength of each fingerprint (e.g., 64 or 128 bits) and the output is influenced by
a global key K. This key K is private to all trusted modules.® The outer function
f() == fk(-) is parametrized with K and evaluated in three different contexts:
on a formula F., on a single clause c¢ relative to a certain increment, and to
certify a query’s unsatisfiability or satisfiability. Let “o” denote concatenation.

fr(Fe) = Hg(Fe) (1)
fie(e) o= Hg(id(c) o co fx(Fe)) (2)
Fi& (T, A) := Hi (100 fx(Fe) 0 A) (3)
FE(L,9) = Hg(200 fx(F.) 0 ) (4)

Defining each clause signature f II;" (¢) relative to F, (2) ensures that receiving
checkers can confirm the no back-in-time property of shared clauses. A finger-
print representing satisfiability (3) is based on all of the current query’s assump-
tions A, thus ensuring that all assumptions have been checked to be satisfied by
the found model. Similarly, a fingerprint representing unsatisfiability (4) must be
relative to the set of failed assumptions ¢ C A that render the query unsatisfiable
— otherwise, a fingerprint representing unsatisfiability w.r.t. some non-empty ¢
could be misinterpreted to represent the formula’s overall unsatisfiability.

We ensure that all definitions have disjoint inputs to prevent ambiguities
(cf. [31]) by prepending 10 or 20 to fx(F.) as a single byte and by padding each
clause ID with two zero-bytes, while F, consists of a multiple of four bytes.

4.2 Trusted Modules

We now detail our changes and extensions to each of the three trusted modules
of ImpCheck (see Section 3), as shown in Fig. 1.

We extend ImpCheck’s parser to successively parse F' and output a cor-
responding sequence ((Fe, fx (Fe)), (Fer \ Fe, fx (Fer)), (Fer \ Fer, fie(Ferr)), ...
(where e < ¢ < ¢’ < ...) via a series of incremental calls. To match the in-
cremental nature of our approach, our parser also works incrementally; a single
parser execution spans an entire incremental SAT task P, where formula incre-
ments can be provided via a static or a successively updated input source (see

5 ImpCheck’s fingerprints are called signatures [31], which we renamed following a
remark by David Basin that signatures have a deviating meaning in cryptography.
5 In ImpCheck’s current implementation, each trusted module computes K based on
(i) some internal “salt” in the source code, (ii) compile-time system randomness
compiled into the executables, and (iii) a seed provided as command-line argument.
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state == INPUT
load(clauses: Clauselist, f: Fingerprint) — bool
oldstate == INPUT 88 state == CHECK
query_sat(asmpt: LiteralList) — bool
oldstate == CHECK 8¢ state == CHECK
learn(id: ID, lits: Literallist, hints: IDList, share: bool)
— (bool, Fingerprint?, u327)
oldstate == CHECK 88 state == CHECK
import(id: ID, lits: Literallist, fp: Fingerprint, cidx: u32) — bool
oldstate == CHECK 88 state == CHECK
delete(ids: IDList) — bool
oldstate == CHECK 8¢ state == INPUT
conclude_sat(M: Model) — (bool, Fingerprint?)
conclude_unsat(id: ID, failed: LiterallList) — (bool, Fingerprint?)
conclude_unknown() — bool
Terminates checker module from any state, returns acknowledgment
terminate() — bool

Fig. 2. Abstract checker interface with basic state invariants. Each method, if used
from the wrong state or with invalid or unsound arguments, can bring the checker into
an INVALID state in which all subsequent calls will return false.

Section 7 for details). Assumptions can either be provided with the input, in
which case the parser forwards them as well, or can be introduced by the user at
a later point, since assumptions are not subject to fingerprinting at this point.

The confirmer executable operates in an analogous fashion to the parser,
the only difference being that the confirmer additionally takes a witness W =
(e,s,m,w) for each incremental call, where s € {0,10,20} is a result code, 7
is a fingerprint, and w is a (possibly empty) sequence of assumption literals.
The confirmer then explicitly checks the validity of each witness W, i.e., that
T = fre(T,w) if s = 10 (“satisfiable”) and that 7 = fr°(L,w) if s = 20 (“unsat-
isfiable”). For the case s = 0 (“unknown”), 7 and w can be empty.

ImpCheck’s checker features an initial input stage of loading the formula and
then a subsequent checking stage until, at some point, the checker is terminated.
We replace this linear program flow by a loop, alternating between the input and
check states. Transitioning from input to check requires a query_sat call with
a set of assumptions A. Transitioning from check to input requires a conclude
call with a SAT, UNSAT, or no (UNKNOWN) result. Fig. 1 (bottom) shows an
according state transition graph whereas Fig. 2 shows the full checker interface.

When a learned clause is checked, its fingerprint is output together with
the current e. When importing an external clause ¢, the according e must be
provided. The receiving checker then uses fx (F.) to recompute and thus validate
the fingerprint f;;e (¢). In other words, the receiver must check that its current
F, entails the clauses entailing c. In particular, this ensures that the message
did not travel back in time from a “future” formula F.., ¢’ > e. On a practical
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note, supplying each clause with its index of origin increases the metadata to be
carried with during clause sharing, e.g., from 24 to 28 bytes for 32-bit indices.
Additionally, each checker must remember fx (F.) for all e.

For any set A of assumptions, validating a satisfiability result (conclude_sat)
entails checking the supplied model against each assumption in A and the origi-
nal problem clauses (which must be kept by the checker). Conversely, validating
an unsatisfiability result (conclude_unsat) involves a set of failed assumptions
¢, which the checker makes sure to be part of the queried assumptions A, and a
reference to a previously added conclusion clause ¢, which must be (a subset of)
the negation of ¢. Thus ¢ confirms that the provided failed assumptions in con-
junction are unsatisfiable. It is important to note that the solver learns clauses
that are entailed by the formula and independent of the assumptions; as such,
sharing clauses is independent of the sender’s and the receiver’s assumptions.

The LIDRUP format tracks clause weakening and restoring in a solver [11].
For our checkers, this would mean to store active and inactive clauses separately
or to supply each clause with a flag indicating whether it is active. This added
effort comes at no benefit because our checker never needs to iterate over all
active clauses (exploiting ID hints instead). As such, we decided to ignore weak-
ening and restore operations, with the consequence that our checker tolerates
if a solver uses a clause that it internally considers “inactive”. Note that the
correctness of an unsatisfiability result solely depends on each individual clause
being entailed by the formula, and for satisfiable problems, the witness assign-
ment is a model for the entire original formula. As such, (not) tracking weakened
clauses is inconsequential for correctness. Lifting this restriction and extending
our approach to stronger forms of learning [12] is left for future work.

4.3 Clause ID Domains

In single-threaded proof production, clause (LRAT/LRUP) IDs are commonly
assigned based on a single integer counter. To obtain globally unique IDs in
distributed settings, non-incremental ImpCheck requires that the first o IDs are
reserved for the o original problem clauses and that producing solver thread i
(out of p) should only assign new clause IDs of the shape i + k- p (k € N).”

In our distributed and incremental setting, we have no prior knowledge of
how many clauses will be learned and shared in the scope of a single increment.
Moreover, we want to support flexible modes of parallelism, where SAT solving
processes can be added or removed during an ongoing solving procedure [27,38].
New solver-checking units joining an existing solve procedure thus also need to
operate on “fresh” ID domains without interfering with existing ones.

At an abstract level, we consider each clause ID not as a plain number but
as a pair (4,2), where ¢ indicates the clause’s origin (i = 0 for original input
clauses and the globally unique index ¢ > 0 of the producing solver-checker unit

" In the original ImpCheck [31], assigned clause IDs have the shape o+ 1+i+ k- p
(k € Np) if there are o original input clauses (cf. [23]). Later versions use i + k - p,
which simplifies arithmetic on clause IDs and makes them independent of o.
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otherwise) and z is the unit’s local clause counter. There are many possibilities
to encode this information into a single unsigned integer, including algebras with
which we can uniquely express arbitrarily large i and z given sufficiently large
IDs [4,6]. As a more pragmatic alternative, we can reserve the first O clause IDs
for all original clauses across all increments, for some conservatively chosen O
(e.g., O = 232 ~ 4.3 billion), and then employ modulus arithmetic as in earlier
works [23,31] to encode i. Specifically, each ID assigned by the i-th solver-checker
unit satisfies ID = ¢ mod p*, where p* is an upper bound for the number of
solver-checker units that may be initialized in the scope of the entire procedure.

In all instances where our approach expects clause IDs to be restricted to
certain domains, any violation will be noticed by a checker unit if it results
in an unsound proof. Kach checker, at any point in time, internally maps each
known ID to exactly one clause. Upon receiving a clause with an already known
ID, the checker raises an unrecoverable error. Similarly, an error is raised if a
derivation uses a clause ID in a context that does not fit the local clause known
under this ID. If a checker raises no such error, then each of its clauses has
(had) a unique ID in the scope of its life time. Even if a clause ID is reused
after its original clause was deleted, there is a straightforward way of renaming
conflicting clause IDs that results in a sound global proof.

5 Correctness

We now prove the correctness of our approach. We first introduce an abstract
solving model, determine that it is sound and then show how our real-time
distributed incremental proof checking approach implements this model.

At an intuitive level, our abstract model captures two kinds of clause sets.
First, there is a local clause database C; for each solver/checker unit 7, which
contains the problem clauses of i as well as its learned and imported clauses.
Second, for each increment index e there is a global clause database B, that
contains all clauses exported by units that operated on F, at that point in time.

Formally, we establish clause sets B := (Bj, Ba,...) and C := (C1,C5,...)
and perform a sequence of actions: (i) read(i) reads a single input clause from
some external source and adds it to Cj; (ii) 1learn(i) learns a RUP clause ¢ from
clauses in C; and inserts ¢ to Cy; (iii) push(i, e) exports a clause from C; to Be;
(iv) fetch(e,?) imports a clause from B, to C;.

For any 4, we define 7; as the number of read(i) actions performed thus far.
Given formula F', we define the following conditions for the above procedure:

C1 All clause sets are initially empty and modified only by the above actions.

C2 For any e and i, the first e read(i) actions together yield a prefix F, of F'.

C3 For any i, any action push(i,e) satisfies e = n; and any action fetch(e,q)
satisfies e < n; at the point of their respective execution.

For example, consider FF = {a V b,a V —b,~a} and actions A := (read(0),
read(0), learn(0), push(0,2), read(1), read(1), read(1), fetch(2,1), learn(1) ).
Instance ¢ = 0 reads the first two clauses of F', learns a clause (unit clause a),
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and writes this clause to Bs (since 19 = 2 at that point). Instance i = 1 reads
all three clauses of F', fetches clause a from By (which is valid since 2 < 1 = 3),
and can now learn the empty clause. In the end, we have Cy = {a V b,a V —b, a}
and C; = {aV b,a V —b,—a,a, L}. Note that the actions of i = 0 and of i = 1
could be interleaved arbitrarily in A as long as push(0,2) < fetch(2,1).

Theorem 1 (Soundness). Assume a sequence of n actions that satisfies C1—
C3. For any e > 1, each ¢ € B, U{C; : n; < e} is entailed by F..

Proof. We show the claim via induction over n. After n = 0 actions, all clause
sets are empty (C1). Next, given that the claim holds after n actions, action
n+ 1 preserves it: Action read(i) increments 7; and subsequently adds the 7;-th
clause of F' (C2), which is trivially entailed by F,,, to C;. Action learn(i) learns
a clause ¢ from clauses inductively entailed by F),, and adds it to C;. Action
push(i,e), for e = n; (C3), adds a clause inductively entailed by Fj, to B,,.
Action fetch(e, ), for e < n; (C3), adds a clause inductively entailed by F),, to
C;. In all cases, the action preserves the claimed property. O

Note how this model, by design, rules out cyclic clause dependencies. The in-
duction over the linear action sequence shows that the distributed proof remains
a DAG at all times and that no action can ever induce a dependency loop.

As the next step, we correspond the above abstract model to our checking
approach. For this means, consider assumption A1: Fingerprints provide perfect
authenticity, i.e., each string s that constitutes a valid fingerprint for object x
originates from trusted code explicitly computing s as the fingerprint of x.

Note that (A1) rules out fingerprints f(z) with a second preimage ' # x
such that f(z) = f(2'): Any such f(z') is a valid fingerprint for 2 but was not
computed as the fingerprint of . We discuss the validity of (A1) after the proof.

Theorem 2. Consider our distributed incremental checking under assumption
(A1) with a parser that emits fingerprints for formula F. This approach imple-
ments the above abstract procedure for F' while satisfying conditions C1-C3.

Proof. We first establish a mapping between the abstract model and our concrete
checking approach. Each C; corresponds to the i-th checker’s clause database in
our approach. Each 1load(i) corresponds to checker i loading its next input clause
and validating it against a provided fingerprint, and each learn(i) corresponds
to checker ¢ adding a confirmed RUP clause to its clause database. We define
the clause sets B virtually: We consider clause ¢ to be part of B, if and only
if fingerprint f5°(c) has been emitted by some checker. As such, each push(i, )
corresponds to checker i emitting a fingerprint for a clause entailed by F,, and
each fetch(e, i) corresponds to checker ¢ importing a clause with a valid finger-
print for an index e < ;. In practice, some actions can occur in parallel and
thus do not constitute a single linear sequence, which is required for the clause
derivations’ acyclicity and soundness (Theorem 1). However, any actions appli-
cable in parallel are functionally independent and can thus always be ordered
into such a sequence. Lastly, if a checker i receives an invalid or erroneous input,
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it terminates — leaving C; in its last, valid state and not modifying B any further.
As such, we can equivalently assume that no such errors occur.

Under the described correspondence, our setup satisfies C1 because a clause
can only enter a checker’s database via read, learn, or fetch; no clause finger-
prints exist initially (A1l); and only push actions emit a clause fingerprint (A1).
Condition C2 is met because fingerprints ensure that any participating checker
i with 7; = e operates on the intended formula F, (Al). If we consider a checker
x that operates not on F' but on formula F’ # F (with accordingly different
fingerprints), then all outputs of x are invalid inputs to checkers operating on
F; therefore x is, functionally, not part of the procedure. Lastly, a checker only
emits f% (¢) if m; = e and it only imports incoming clauses ¢ with fingerprint

£ (c) if e < n;, which satisfies C3. O

Note that we abstracted away clause deletions in the above proof. Deleted
clauses (for LIDRUP) can be modelled as inactive parts of the C; that are no
longer used in derivations and exports. Original clauses from F, are never deleted
by checkers that are configured to check satisfying assignments.

Finally, we obtain an end-to-end correctness result, also when considering
assumptions of individual queries and including the confirmer module.

Theorem 3. Assume (Al). Consider a parser executable that successively emits
pairs (Fe, fx(F.)) of an incremental SAT task P = (F,Q). If a confirmer exe-
cuted on F accepts a witness W = (e, s, m,w), then for any query q = (e, A) € Q,
q 1s satisfiable if s = 10 Aw = A and unsatisfiable if s = 20 Aw C A.

Proof. Since the confirmer accepts W, 7 represents the (un)satisfiability of the
corresponding F, with (failed) assumptions w. Due to (A1), such a fingerprint
can only originate from a checker i with 7; = e producing this result. For s = 10
(SAT), we have 7 = fg(T,w) with w = A, which signifies that the checker
checked a model against F, and, additionally, against each literal in A. As such,
q is satisfiable. For s = 20 (UNSAT), 7 = fx°(L,w) signifies that the checker
confirmed that the entailed clause —w is part of its database. Due to Theorem 2,
F. A w is unsatisfiable. Due to w C A, the query ¢ = (e, A) is unsatisfiable. O

Note that our argument leaves the number of actors open and (largely) how
they interact. A direct consequence is that any set of incremental SAT tasks
can freely share clauses derived at F, if the receiver operates on a later F,. For
singular queries without assumptions, our proof provides a more formal argument
of correctness for non-incremental ImpCheck than originally [31].

We ensure (A1) in practice by choosing a high-quality 128-bit keyed hash
function [1] that rules out spurious valid fingerprints and coincidental second
preimages beyond any reasonable doubt. Assuming a non-adversarial environ-
ment,® this hashing in fingerprints is part of our approach’s trusted core, which,

8 A non-adversarial environment is an implicit assumption in all widespread proposi-
tional proof checking approaches, including formally verified ones. As an example,
an adversary to a verified sequential proof checker (e.g., [8]) could manipulate the
formula file (while it is being parsed) or the underlying filesystem.
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sviviovier 2% |5 |12fsosez] 2y [ 5] 7 [127]2s3

VB: 00000101 00000111 01111111 11111101
° 00000001

Fig. 3. Compression of a clause whose unsigned representation (UR) would, naively,
take 4 x 4 = 16 bytes to store. Immediately applying variable-bytelength (VB) results
in six bytes whereas first employing a differential encoding (D) results in five bytes.

as usual in proof checking, already includes the trusted executables and other
aspects like file I/O (for parsing F') and integrity of main memory.

6 Reducing Memory Requirements

Real-time checking requires significant amounts of main memory since each
clause is present once in the solver thread and once in the checker process [31].
As a (partial) mitigation, we introduce clause compression to the checker units.

Firstly, we compress clauses based on a differential coding (Fig. 3). Given a
clause ¢ = l; V --- V[, where [y < --- < [ in terms of the literals’ unsigned
integer representation, we store ¢ as sequence S, = (l1,lo—11,...,lx —Ilx—1). Due
to the literals being sorted, all elements of S, are positive. We then encode S,
with variable bytelength, where one bit per byte signifies whether a number ends
at this byte (cf. [16]). Applying this encoding to differences between neighbored
literals, we expect most individual values to only take a small number of bytes.

Secondly, we employ bit-stuffing for small clauses to avoid some memory
(de)allocations. Whenever a clause’s literals, after compression, take up < 7
bytes, we store them directly in the 64-bit pointer field rather than pointing to
a separate chunk of memory. The eighth byte of the repurposed pointer field is
masked in a way that unambiguously marks the pointer as repurposed.

With our compression, fetching a prerequisite clause for checking a derivation
incurs added work: The clause’s literals are decompressed on-the-fly by reversing
the compression steps. We refrained from compressing clauses at bit rather than
byte granularity since this would introduce further complexity and overhead.

7 Implementation

We implemented our real-time checking applications (available online [33]) in
(99, building upon the ImpCheck codebase [31]. Our project is now comprised
of roughly 1800 effective lines of code (including some non-essential logging and
debugging functionality), uses plain file I/O on named pipes for inter-process
communication, and relies only on the C standard library.

The provided source from which the trusted parser reads F' is a single file
path across all incremental calls. If a set of input clauses resides in the user’s main
memory (e.g., after an internal encoding procedure), the clauses can be written
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to a named pipe that is treated as the parser’s input. With each call, the parser
continues to read the source from where it last left off up until a termination
character. This allows us to input clauses reactively based on the last solve call’s
outcome. As a slight deviation from our formalism, our framework also allows the
solver to parse and load batches of x > 1 input clauses with a single fingerprint —
skipping « — 1 intermediate fingerprints if they are never needed (after loading).

As a first major use case, we integrated our approach in Mallob [27] and its
distributed incremental SAT solver MallobSat [30,32] (see Section 3). We use
CaDiCaL [5] as MallobSat’s currently only LIDRUP producing solver backend
and modified its internal LIDRUP interface analogous to the original ImpCheck
approach [31]: each proof line is forwarded to MallobSat, where dedicated threads
write proof lines to checker processes and read their responses. Since solver
threads wait for a checker confirmation before reporting a result, the user does
not need to screen for potential checker errors but can consider each returned
result as checked (and run the confirmer on returned fingerprints for full confi-
dence). Our incremental checking already proved valuable during development,
revealing several logical errors and bugs in early versions of our integration.

As sequential baseline approach, we run a stand-alone (C++) executable
that reads and solves an incremental SAT input using CaDiCaL [5] as a library.
CaDiCaL writes its LIDRUP reasoning to a named pipe while a separate process
running lidrup-check [11] reads and validates this information in real time.

8 Experimental Setup

Throughout all experiments, we use the HPC cluster HoreKa [21] with 76-core
nodes (two sockets with 38 cores each) connected by fast InfiniBand interconnect.
We further use Mallob’s CaDiCal [5] backend for all experiments.

Tab. 1 lists all benchmark sets used. In terms of non-incremental SAT solving,
we include the 400 instances from the 2024 International SAT Competition [20].
For incremental solving, benchmark problems are more scattered and less acces-
sible, and consequently we hand-crafted a number of benchmarks from different
application domains. First, we use incremental SAT tasks emitted by SMT solver

Table 1. Instance sets used in our evaluation. For each set we indicate whether it
features incremental SAT solving (“incr.”) and/or flexible scheduling of multiple, related
sub-tasks with clause sharing across them (“multi”), as well as the general domain, the
employed system, the origin of instances, and the number of “top level” tasks.

incr. multi Domain System Instances #
X X Generic SAT N/A SAT Comp. 2024 400
v x  SMT Bitwuzla SMT-LIB: non-inc. QF _BV 389
v x  BMC 2LS SV-Comp 2024 415
v X Planning Lilotane IPC 2023 537
v v' EDA Mallob C&C 28- to 32-bit cruxmiter 4
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Bitwuzla [25] when run on SMT-LIB’s QF_BV instances (quantifier-free bit vec-
tors) without incremental SMT calls. Mathias Preiner provided this selection of
instances, sampled by difficulty as in ref. [35]. Our second benchmark set was
provided by Oguz Mutlu and is based on problems from the C program ver-
ification track of SV-Comp 2024, processed with the model checker 2LS [28].
The set features an incremental SAT instance for each checked property in each
problem taking 2LS between 60s and 900 s. Thirdly, we include incremental SAT
instances extracted from the SAT-based hierarchical planner Lilotane [29], using
problems from the International Planning Competition [3]. These were already
used for Schreiber’s initial study on distributed incremental SAT solving [32].

Lastly, as a proof of concept for settings with multiple solving tasks on devi-
ating assumptions, we run a simple Cube & Conquer (C&C) setup [19] in Mallob
(= 300 lines of code) on a few miter instances from electronic design that were
used before to assess distributed C&C [15]. The formula is split up into a fixed
number of sub-problems (cubes) using CaDiCal’s built-in, look-ahead based
cubing method. Each cube is represented as a set of assumption literals, which
allows for clause sharing across solving tasks that solve different cubes.

The developed software and gathered data is available online [33].

9 Results

First, we examine the slowdown for non-incremental solving incurred by our
proof checking, i.e., when used just like non-incremental ImpCheck [31]. Fig. 4
shows results at 16 nodes (1216 cores). Here and in the following, we compare our
trusted setup with a run of MallobSat where proof logging is disabled entirely,
which we refer to as unchecked solving. Remarkably, we measured a mean slow-
down of only 25.3% over unchecked solving — much less than the 37.7% reported

HHH H

. ] + o+ 2 +
é 107 5 : :Z S
R ] +
E . *5;5*
< 1 1_- . e 3 all sat. unsat.
E 0 E + & + +
s ] o st + # PAR # PAR +# PAR
g ] . P
[— &4 A Unchecked 339 92.3 163 129.4 176 110.8
£ E IS A Checked 330 105.8 157 151.4 173 119.8
= 1é UNSAT
e ] + SAT

101 r r r

101! 100 10! 102

Unchecked solving time [s]

Fig. 4. Performance with vs. without checking at 16 nodes for non-incremental (SAT
Comp. 2024) benchmarks — by-instance comparison (left) and summary (right), show-
ing solved instances (#) and a Penalized Average Runtime (PAR, in seconds) that
attributes a running time of twice the time limit (2 x 300s = 6005s) to each timeout.
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Table 2. Basic performance metrics for incremental benchmarks: Number of solved
instances and Penalized Average Runtime (PAR-2, in wallclock seconds), which at-
tributes twice the time limit (2 x 300s = 600s) to each unsolved instance.

SMT (#389) BMC (#415) Plan (#537)
Approach # PAR # PAR # PAR
CaDiCaL+lc 383 11.2 285 374.2 516 44.0

Unchecked 1x76 388 4.5 409 935 528 18.3
Unchecked 4x76 388 4.3 408 85.5 528 17.7
Unchecked 16x76 388 4.0 397 98.6 529 15.8

Checked 1x76 387 5.6 362 172.2 526 20.9
Checked 4x76 387 5.7 382 1373 527 19.9
Checked 16x76 388 4.2 371 147.6 530 15.8

for original ImpCheck at the same scale [31]. Possible reasons are (a) deviating
benchmarks, (b) MallobSat’s latest configuration sharing fewer clauses [36], and
(c) low-level optimizations we introduced to proof checking. Ignoring trivial solv-
ing times (below 1s), our checking incurs an overhead of only 21.3% (29.2% for
satisfiable, 15.5% for unsatisfiable inputs). As such, the experiment confirms that
our checking approach comes with little added cost in non-incremental settings.

Next, we proceed with the results obtained on incremental instances. Tab. 2
shows performance results for the sequential baseline as well as checked and
unchecked MallobSat at 1, 4, and 16 nodes (76, 304, and 1216 cores). While the
scalability of incremental SAT solving with MallobSat is not the focus of this
work, we note that not all of the tested incremental benchmarks were able to
profit from large-scale parallelism. While the planning and SMT benchmarks
yield mostly consistent scaling behavior, the BMC benchmark actually reveals
deteriorating performance when increasing the scale of computing from 4 to 16
nodes. This regression is caused by the very large number of incremental SAT
calls per instance (on average 2619 calls per instance compared to 11.5 and 3.2
calls p.i. for Planning and SMT respectively), almost all of which are trivial.

The relative slowdown incurred by our checking approach is shown in Fig. 5.
The boxplots confirm that the slowdown remains constant regardless of the scale
of solving — as for non-incremental ImpCheck [31] — and stay below 33% for the
median input. As Fig. 5 (right) shows, overheads are more erratic and often
higher than average for BMC inputs, which, again, we attribute to the high
number of trivial increments in this benchmark. In particular, a solver thread
that solved a certain increment needs to block and wait for its checker’s confir-
mation of the obtained result before it can report the result, which occasionally
takes an additional few milliseconds compared to an unchecked setup.

Next, we assess our approach’s memory usage. To discern meaningful differ-
ences in RAM usage, we measured each execution’s global RAM usage after 30s
of elapsed wallclock time. Given a pair of runs, we compute a memory ratio for
each input where both runs reached 30s. At 48 cores, our checking without com-
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Fig. 5. Results on incremental benchmarks (planning, BMC, SMT). Left: Distribution
over the relative overhead incurred by real-time proof checking compared to unchecked
solving, at 1/4/16 compute nodes and over instances that took sequential CaDiCalL
at least 1s to solve. The numbers at the top denote the total number of data points
used for each box plot, of which some outliers at the top have been cut off (*). Right:
Per-instance comparison of running times with vs. without proof checking at 16 nodes.

pression increases memory usage by 45.2% (geom. mean) over unchecked Mallob-
Sat. Our compression reduces this overhead to 31.7%. Overall, distributed solving
with compressing checkers uses 9.5% less memory than with naive checkers. The
compression’s impact on performance is negligible (<1% mean deviation).
Lastly, we consider a more complex use case, using a setup with 16x4 pro-
cesses & 19 cores. A single-threaded Cube&Conquer controller generates 1024
cubes and then runs 19 distributed incremental SAT solving engines, initially

1000 +

800 1

600 1

400 1

# solved cubes

200 4

32 64 128 256 512
Running time [s]

Fig. 6. Cube & Conquer experiment with (C1) and without checking (C0) on four dif-
ferent SAT instances cruxmiter(bit-width)seed(seed).cnf with several runs each.



Real-time Proof Checking for Distributed Incremental SAT 17

queried on the first 19 cubes. Whenever a SAT query returns, the controller
sends back the next unsolved cube as the next SAT query, until all cubes are
processed or the time limit of 900s is reached. Clauses are exchanged within and
across the co-existing distributed SAT solvers, checked by our checking approach.

Fig. 6 shows the number of solved cubes over solving time for our checked
vs. unchecked setup. Initially, the checked setup incurs more than one second of
additional upstart overhead due to initializing many trusted checker processes.
Despite this initial bottleneck, the checked runs’ relative slowdowns quickly di-
minish, e.g., down to about 22% for 29-4, where all cubes are solved after 343
vs. 281 seconds (on average). After about eight seconds, the checked runs on
the hardest instance (32-4) become difficult to discern from the unchecked runs:
Significant random deviations in cube solving times cause the overall system
states to increasingly diverge over time, thus causing high variances.

To summarize, our evaluations show that reliably checking the reasoning
of a distributed incremental clause-sharing SAT solver in real-time is not only
possible and viable but also incurs little overhead in terms of running times and
memory usage. Moreover, this checking can be employed even in complex setups
featuring multiple deviating incremental SAT solving tasks running in parallel,
operating on different assumptions, and sharing clauses among each another.

10 Conclusion

The work at hand presents the first proof checking approach for distributed incre-
mental SAT solving. Our real-time proof checking model covers advanced aspects
like flexible re-scheduling, asynchronous and diverging solver units, and deviating
assumptions. Experiments with a state-of-the-art distributed incremental solver
show that a small and self-contained implementation of our checking incurs run-
ning time overhead over unchecked solving of about 33%. Optional compression
techniques in our checkers reduce the main memory overhead from 45% to 32%.

Concerning future work, we aim to devise a formally verified implementation
of our approach (e.g., via CakeML [39]). In the longer term, we are interested
to further extend our solving and checking model towards settings where not
only assumptions but also permanent clauses may deviate and clauses can still
be shared under certain conditions, e.g., when all solver units operate on subsets
of a common base formula (as done for example by Schreiber at al. [34]).
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